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16. All diiical systeds of th€ MotisoD! Shar6 private Linii€d accssibte over the inlenct shoutd
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28. Adcquab controh nust be deployed to oddrcss virus / ndwlE / msom ware artlcks. These
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anti virus and anri mllwarc sonvare elc.
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nenvorksoxposedrorheintemcr.MdtisonsShrcs?rivateLinit€dinptemcmsuirabiene;hdismsro
ro'iro ."pa.n\ (ili4loJ ot ..rri.rt ),.etr.eJrerqok no.arep\poeo o.t-einrerr,for

1, ononirorbddLidrh r.,g.
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nEaflr. m r gie rser ed andemd'cJre rhcin!i,lenr
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51. Molisons Shares Priylte LiDitcd ako conduc! suirabte periodic dd s ro tcst lhe adequacy and
efTectile.ess ofthe aloemention€d csponse and recovery ptar.

52. Qrrel/ rcpor conEnrC i, tomarior on c)oer-d,urls dd u,eaB expe.eTen b) voiiqobq

mlo,minnu,bLg, \rrabih c. rhm.s hdnJ)beu..t trorohc s.o.tB.otr Jcpo.iro;
Ppr f'Fnc .toltl besubn red ro sb( ,.hsnces Deoos.onc\.

All Cyber atllcks, $rea6, cyberjncidenh and bEaches experienced by Morison! shrres priv,rc
L,mird PJ i! pan!.T.1 mFpo edb\'o.. Frclmgp, Deponro,ie, & nBt *rh.ohorbo
ror.rng dele-itrc luch 

'cidenF 
or bcilc broLghr ro ro,ceaooJ.u(t ircio",F tf5 ltomaron+ rlbessard 

'o 
stBl rl'mrCh rneoedi.d"o e.mai. io bJo.Jocr 1den6@.eoigo\ 1.

The incidnr shall also be rcponed ro Indie computor Emeryency Respone leam (cERTln) in
amoidanc_e wnh lh! guidelina / direcrions ts$ed by CERTtn from time lo tine. Additiond y, the
Mori$ns slf6 Private Limired, whose syslens have becn idenrifi.a * "r,or""t"a 

"y,t 
." ly r,riiona

Critical lnlbmation tnlmsructurc proLeclion Ccntre (NCIIPC) shat ako repon rhe j;cidentl; Ncnpc.

Ih qhnel) rcpod: .of.a'n 1g ir romdio' on rJocFald(t.. rhrdts. !)be,,n Jents Md oreac,c"
e\pe'Fn(edbrs'oclBrcler./Deoo,iroa",n,cipa \,rdmea.r-c.,,(enrotrir,e,k\utredoilir:e".
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lhaats and artlcks inotuding infornarion
Sr!.1 Broke6 i Depos roD pncipME
Srocl F\changes / Denosiories wtrh n l5
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on bue5/ \ulitdbitirics, rhreaL rhar mr) be u(i!t ror oiher
'.r\cmnges /Depos ruries and SEB|, sha I bc submined ro
aays tun rhe qnaner ended June, SeFenber, Decehberand

Priyate Limited specilied vide
sccord'ngly stdd modified ro

T.airing and Education

i,1;,TiJ,ll:'i:,jl'ilr.'"i*,.""1,iTl"#":1.:#,*1*l,i'"'',il":$!n,v ed basc svs,em hvsiene

i,#,{::Tdi jlii:it' *1$1"{,"nx:{jf{m* jjtffi.,"il#ii1ri"isil1il

:.;jl""lLHi:,il.rff,:'*d be reviewed End updored ro ensure thar lhe conrenrs orthe pioem
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56. Wherc c sJsems (rBT, B6ck otffce and orh.rCus|omer
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".r'JTli"'l1"i 

l"- i* "'"'r#",T""rii,lrnij$lltilil;;J;,#:f f ,':#i*
liom rhcm Inen5ure.omphre wtrh the poLicy !u,detinca.'

syscns nnnaged by MIIg

il ij!,ie:#:.'j :l)Bf,l8Jr $xt:,: :rff *ti,il:. :1 J..1i; ;I;t;: rj;i::rr
i':l{Tjiliii r,ru""r:jn y::',T,-"ilr1_Ty;:::n",,"* I jii:"t I'll l.ri:*i

<3 Tnc,.m,of neferonce forrhes\.rehArdir otMorironsshaffi,'rc.rlr u ( IITVRD DVC r 20,l darpJ NoLo nber ob 20t, ,..atl
rnc,u0e audd or /mplemcnlJrion of lhe aforemenr oned aRd

Tne Delository Participanrs and Type I Stock Broke6 ( as defined in CIi./MRD/DMS/342011 daledNolember 0o. l0lJ' .ha.t fsnsc ro faLe ,he.r .\.,em. aloikd o an M1u! r,.i uy,-, rn,"niempr-lkd dd tor d 01 ndeoenoer- ( ISa.CISM qu,.ifieo dud or ro .he.t .or ft:e* *.h r;e
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lllunmliyc MeasuEs for Dar! Secuiry on CusromdFacila App]rcarions
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L Analyse rhe diffcrent kinds ofsnsiLive dara shown ro thc Ctrsroner on the frcnlcnd appticatio. to
ensuE rhatonly whal is dccncn absoiutely necessary is tmnsmine! and dhptaycd.

2 wlere\e po..ihle.Ino,. por on. o, .er.i'... oJ s tor ,n.Lr.e, c ho, . Jl or o ilire rne Iu tDhone
nrmbc. o' J b.nl a.collr lunber. o "pJ\ or') a oodio' o ir.enolg br.h... ro "r".*,irr -,p 

'lors 
prlJ \, u ral oD.ain.o\en J obLi, ii trcn|n.Lu..orc jcrec;.Io,ilnarc ": bsnl,corl', mbcr b -t2l 45o 30.,on,d.r o p dring,ohe,h.; et r ro. yXX

xxx 78t" insread oflhe whote number. This rlso hs lhe added benefit oi not havid b rBnsmir fie
fuli picce of dat! over vaious net$orks.

s.Afalyscd.tatuddatlbaseshotisttclltyanddrawoutmeanjngfuland.\ilos"(physicalorviduat)inlo
which Jiffefent kinds ordala can bd isotared and cordoned oll For insrane, a d;ab$e wirh peEonar
finmcEl infmdiomsd nd be a parr ofthe system orncrwork thar houses rhc public facins rebsites
ofthe Stock Brokef. Theyshould ideally bc in dhcftre silos or DMZS.

4, lmpLcment {.icl data mess conrrok mongst peNondel. inesp{liw of thc; responsibihies,
...hncdl ' o.l'efl .. i i. ir.*qb. ior len.rr pe..orrct .,1, 5J.rcn adrin..rd.or lnd

f a\c p \ilrged s.ces . oJFbase.. I o .,.,.a.e., . ke jrnr ne6u,es b hn. rne
nun bc ol pa nnel{irldF(L.es"rorn.iro.toe.,Jardi,,h..,.r!irie.Lr(ncdr.".ru
t 1n re.hJr'h .n l:delrLl v of dd, s no',otrf on i.ed rre, : ) of r tr,0...Tr.o,
5. Use irdustrt slMdord. srrcng encrr"rion aleorithms (es: RSA, AES etc.) wherever cncryption is
implenented. kis imp.dantto identitr dala that wansnrs encrypLion *.n*yp|ng attautu f ini"*iUt"
lndmayopcn up addirional aliack vecto6. rnaddiion, il iscriticairo identii lhtrighl p$onnet to be
in chdse of, and rhe riSht me$odolosies for storing $e encrlplion keys, os an), comprohise to either
uilL rcnderlhe encryplion useless.

6..EnsG drat allcfitiml and sensitiledal! jsadequarclt backed [p, and thlt lhe backup tocalions de
adcquarelt secured. For insrance. on seNe( on hototed nehvo*s rhar has no plbtic accessendpotnts, or
otr-premise seNers or disk drives ihat de oElimils to unauthorized peBonnet. wirhoul ;p.lo_dale
backups, a hehinstulre@very froD adisasFror oybeFan&k scenario becomes jncreNinsty Aifficuh.

Illustative Mcsur€s lor Data Transpod Securily
L When an  pplicltion lransniuing sensirivc dara conmunialcs over the tntenel with thc Stock
Brok€6'-systens, il should b€ over a secure. encryptod channelto prcvedr Mantn-The Middlc(MITM)
atl&ks, for inndce, !n lB'l or a Back otlce connunjoatjns rto. a C,.to."r, *.b t,o*.". o,
Dskop wirh the Stock Bokes, systens over lhc inrfner, or intia or inlq oigdizational
conmunicatiohs. Stbns nanspon encryption frehanisms such asTLS (TEnspon r,ayer S;cliity, atso
refeiied to assst-)should be used.

2. For Appli.rtions carrying sensitive data thar are seNed as web pases ovef rhe intehet, a vatid,
properly configued TLS (SSL) cedificate on lhe rveb seryer k mandalory, makingthe ransport channei
HTrP(S).

3. Avoid lhe use of insocure protocoh srch as FIP (Filc Tcnsler protocoL) $ar can be ssity
ompmmis€d with MITM aneks. Instcad, adopt securc pmrocoh such s FTp(S), SSH dd VpN
tuniels RDP(with fls)etc 

FofMots'rs sh. e3 r'xv3t€ Lm ted
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Illu$mtive Medures rorApplication Authenticdion Ssurny
l. Any App ication ofcred by Slock B6keN to Cu$one6 onraining sensitive, pivate, or criticaidara.1.1.a\IBT,shS'r Balor q.'. Eteiieo 

'o 
$ qpot,drior-.e,eale!o\.,.h-t1.ene,.Trtd

De p. ^ord dok,red. A Fd,o'dbte trinrlm lclgh,,no b .,r.mfJ rdinun ,e jh jb ord {acler .r, rcori'enens) .\odtd be cno^ed. ulii I dimc,tr ro or, r."-o_."..r''.o' ole^iy .,o. der o6"ptd .. ho\c no e enrrco) dfo oner b.r.. **i,r ..*!*r...-".i e..""
shou,J airenpi ro edu@E CdnomeE ofihese ber oracltro\

2. Posswords, Fcuriq PNs etc. should nevcr be sdEd in plain text and shoutd bo .ne-way hahed
usihg strons cryproeraphic hash fundions (e.s.: bcrypt, PBKDF2) b"ro. U"ing 

"o,.in"a,o "L,ug". 
ri

E rmponanl to Ne onrway qprographic hahes to c.strre lhar slored p$sword hshes aie nevcr
tanstbmed intolhc origi.ll plaint€xt vatues underdycircumsranoes.

3.rofadded $criiry. a mulli-factor (e.s.: two fectot aurhentioation scheme may be usd (haidsac or
soltwarc eyprogrephh tokem, VPNS, biometiic devjoes, pKt etc.). ln ase of tBTs a SWSTS, a
ninimum oftwo facrou in the authenticarion floware mddaory.

4. ln case of Apptications insriued on mobite d€vics Gnch a smanphones md rsbtek), a
oypro8raphically securo biomerric two-facror authenticarion mechanism may be used.
< 41er a e.o rble rrroe' ot r!:led log l,nempb ino Appti.a,0r., rhe.rromers a.romt can be{ lod lo.Led- bTlherc i'1. tocin(or.o pos.ibe . , I a pdsqoro aro , .henrica,,o. Fq hperlor eJ !ia d o' I of-bud ctalne. ralioario, tor insun.e. s crvp.og,dpt,o t) ecne un.q.e tin(
rharrs sntro rhc cNloms\ recisteEd emait, ! random orp (o"Ji* i"**"at *"t i, *it * 

""SMs to rhe CNtomeit resisrered frobite.umber, or mau! y by the Broker aftd;erifiation of the

6. A\oid lba. 
'S 

adron e, ro chmee otusqord- r.Fequer, 1,e6s.svhchmaym.u.1-u....:ive,
( T.h. at rLmemLed p',vord.. I Lread. iocu( on..rong muhi f,.br aurhenri.ario|o, se.urir) ano

'lreFJr. ro rDJre reir pd$qord it n 1ri-tdo- Lrede1tia,., "nr ro ersuF .har .hen ouraf-bed
au rhenti cation rcser in formarion (such 6 .nait an d phone num bet arc up,lo_d at€.

7 Boh ...ce"(fd ad biteo toCin snenDrs,gain{ € c,comer's dccounr ray be toqe.d Ior a
raonrble period ol rine. A'icr rcce$ive ogin ia tlr., ir h r*onn.nded d6; 

^""-i-",".1 ",APTC|IAS or ate,limiting be used in Appticarions ro thwdrt mduar and autoha&d brulc tore od
enumemtion attacks against losins.

For Morsc\ Sh:,:r F,vale L m{ed
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